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®  [nstall Neo manually on macOS on page 2

B Troubleshooting manual installation on page 12
®  Uninstall Neo manually on page 14

Install Neo manually on macOS

Install Neo on macOS endpoints to get started analyzing your users with Dynamic User Protection. Neo is a
cloud-managed endpoint that runs on both Windows and macOS (as of version 21.02).

E Note
| 4

These manual installation instructions should only be used for POC and Demo environments.

These instructions detail how to install Neo manually. Preferably, Neo should be deployed using a distribution
server, such as Jamf.

Requirements for Neo installation:

® macOS Big Sur 11 or Monterey 12 with System Integrity Protection (SIP) enabled.

®  Administrator credentials on the endpoint machine

Steps
1) Sign into the Dynamic User Protection management portal and download the macOS installation package,

fpneoinstaller_mac.zip.

If you are a Forcepoint Cloud Security Gateway customer who wants to install Neo Web (proxy connect
and direct connect modes), then download Neo from the Cloud Security Gateway Portal (Web > Settings
> Endpoint > General > Endpoint Client Download).

The ZIP file contains the following files:

®  The installation package
®  The manifest JSON file
®  Folder for installing Neo with Jamf
® [nstructions for installing Neo with Jamf
®  Forcepoint Neo profile file
®  Forcepoint Neo NC Root CA profile file
®  Forcepoint Cloud CA certificate file
®  Forcepoint Neo NC Root CA certificate file
®  Folder for installing Neo manually
® |nstructions for installing Neo manually

2) Unzip the installation package.




Forcepoint Dynamic User Protection | Neo macOS Installation Guide

3) Double-click neo_installer.pkg, then click Continue.
[ ] & Install Forcepoint Neo
Welcome to the Forcepoint Neo Installer
® Introduction This package will install Forcepoint Neo version 21.06.00
build 152.
Continue

4) Click Install.

O « Install Forcepoint Neo

Standard Install on “Macintosh HD"

R This will take 603.4 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software

e Installation Type on the disk “Macintosh HD".

Go Back Install

5) Confirm installation and approve Installer access, if required.
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6) Open System Preferences, select Profiles, then install the Forcepoint Neo Manual profile.

Installing Forcepoint Neo

Introduction
Destination Select
Installation Type

® Installation Running package scripts...

Install time remaining: Less than a minute

Forcepoint Neo Installer

Please install "Forcepoint Neo Manual" profile

from Profiles pane in System Preferences app.

o a < ittt Profiles

o

Q| )

Downloaded
Forcepoint Neo Manual

. Ignore Install...
@\ Forcepoint Ne... Unsigned
-~

3 settings

26 Jun 2021 at 5:20

Certificate
Forcepoint Neo NC Root CA

Certificate

Forcepoint Cloud CA

VPN Service
Forcepoint Neo

DETAILS

Certificates (2)
Forcepoint Neo NC Root CA
Forcepoint Neo NC Root CA

21 May 2031 at 2:50
Forcepoint Neo NC Root CA
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7) On the System Extension Blocked dialog boxes, click Open Security Preferences to open the System
Preferences box.

If you click OK, the dialog box closes and you need to manually open Security Preferences.

System Extension Blocked System Extension Blocked
The program "fpneoes” tried to load new The program “fpneone” tried to load new
system extension(s). If you want to system extension(s). If you want to
enable these extensions, open Security enable these extensions, open Security
& Privacy System Preferences. & Privacy System Preferences.

Open Security Preferences Open Security Preferences

8) In Security Preferences, click Security & Privacy. On the General tab, click the lock.
Q < i1 Security & Privacy Q
General FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password immediately B after sleep or screen saver begins

Allow apps downloaded from:

Some system software requires your attention before it can be used.

~
& Click the lock to make changes. ?
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9) Click Details.

10) Select fpneone and fpneoes, then click OK.

System software from the following developers was updated and the
system needs to be restarted before it can be used.

fpneone

fpneoes

Cancel
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11)  Click Close.

@ & Install Forcepoint Neo

The installation was completed successfully.

Introduction
Destination Select
Installation Type
Installation

® Summary

The installation was successful.

The software was installed.

Close

12) Close System Preferences.
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13)

14)

To verify successful installation, open System Preferences, then click Forcepoint Neo.

Forcepoint Neo 21.06
21.06.00.164

Forcepoint Neo Status

Security & Privacy Status

@ System Integrity Protection (SIP)

System Extensions Allowed
@ fpneoes
@ fpneone

Full Disk Access

@ Forcepoint Neo ES

@ fpneoprotectiond

@ Forcepoint Neo Agent

@ com.forcepoint.neo.privilege-helper

Accessibility

@ Forcepoint Neo Agent

Forcepoint Neo MDM Profile

@ Forcepoint Neo Manual

Add privacy permissions for Neo components.

a)

b)

In System Preferences, click Security and Privacy.

On the Privacy tab, open Full Disk Access.




Forcepoint Dynamic User Protection | Neo macOS Installation Guide

c) Select the following check boxes:
= fpneoprotectiond
® com.forcepoint.neo.privilege-helper
® Forcepoint Neo ES
® Forcepoint Neo Agent

[ ] < ittt Security & Privacy Q

General FileVault  Firewall Privacy

“= Input Monitoring
Allow the apps below to access data like Mail,

. Full Disk Access Mess_ages, $a_fan, I-_iome, Tlme Machine backups_and
certain administrative settings for all users on this

Mac.
Files and Folders
@ Screen Recording . fpneoprotectiond
Media & Apple Music com.forcepoint....rivilege-helper
Q HomeKit E Forcepoint Neo Agent
. Bluetooth Forcepoint Neo ES

B Automation
+ —

@ Analytics & Improvem...

m Apple Advertising

~

g Click the lock to prevent further changes Advanced...

d) Click Quit & Reopen.

e) On the Privacy tab, click Accessibility.
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f)  Select the check box for Forcepoint Neo Agent.

o

< i Security & Privacy

General  FileVault Firewall Privacy

Accessibility Allow the apps below to control your computer.

=== Input Monitoring E Forcepoint Neo Agent

Full Disk Access
Files and Folders
Screen Recording
Media & Apple Music
HomeKit

Bluetooth

Automation

00Ol N

Click the lock to prevent further changes.

Advanced...

g) Close System Preferences.
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15)

Verify the privacy permissions.
Reopen System Preferences, then click Forcepoint Neo.

a)

General

Internet
Accounts

Software
Update

Displays

Forcepoint Neo

Apple ID, iCloud, Media & App Store

System Preferences

w B a9 Q

Desktop &
Screen Saver

~
m

il

Touch ID

@

Network

Sidecar

 E -

Menu Bar

Mission
Control

Dock &

& @

Users &
Groups
i§
Bluetooth Sound
e
217
Battery Date & Time

Siri

4

Accessibility Screen Time

—

Printers &
Scanners

o

Sharing

Spotlight

e

Extensions

Keyboard

@

Time
Machine

Q

Apple ID

Language
& Region

)

Security
& Privacy

Trackpad

'Fc.- ‘
e .
s = tay
Startup
Disk

Family
Sharing

Notifications

Mouse

Profiles

11
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b) Verify that all indicators are green.

Forcepoint Neo 21.06
21.06.00.167

@ O Forcepoint Neo Status

Security & Privacy Status

@ System Integrity Protection (SIP)

System Extensions Allowed
@ fpneoes
@ fpneone

Full Disk Access

@ Forcepoint Neo ES

& fpneoprotectiond

@ Forcepoint Neo Agent

@ com.forcepoint.neo.privilege-helper
Accessibility

@ Forcepoint Neo Agent

Forcepoint Neo MDM Profile

@ Forcepoint Neo Manual

Troubleshooting manual installation

Troubleshooting helps you resolve common problems that you may encounter when manually installing Neo on
macOS endpoint machines.

Identify permission errors

If any status indicators on the Forcepoint Neo app are red, there is an error with permissions.

Steps

1)

Open System Preferences, then click Forcepoint Neo.
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2) Click the Settings button (circled in the image below) in the selected section to configure preferences.

00 Forcepoint Neo Status

Forcepoint Neo 21.06 Security & Privacy Status
21.06.00.164

@ System Integrity Protection (SIP)
System Extensions Allowed

@ fpneoes

@ fpneone
Full Disk Access

@ Forcepoint Neo ES

@ fpneoprotectiond

@ Forcepoint Neo Agent

@ com.forcepoint.neo.privilege-helper

Accessibility

@ Forcepoint Neo Agent

Forcepoint Neo MDM Profile

@ Forcepoint Neo Manual
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Result

O < it Security & Privacy Q

General = FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

Require password immediately B after sleep or screen saver begins

Allow apps downloaded from:

Some system software requires your attention before it can be used.

[E] Click the lock to make changes.

Uninstall Neo manually

Manually uninstall Neo from your macOS endpoints.
Use the Forcepoint Neo app to uninstall Neo.
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‘ Forcepoint Dynamic User Protection |

Steps

1) Open System Preferences,

then click Forcepoint Neo.

Q

O < e

Desktop &
Screen Saver

~
@ 9

General

Internet Touch ID
Accounts
(X
&
o
Software Network
Update
p—
Displays Sidecar

Forcepoint Neo

System Preferences

Apple ID, iCloud, Media & App Store

m D O

Dock & Mission Siri
Control

Menu Bar

@& © I

Accessibility Screen Time

Users &
Groups
Bluetooth Sound Printers &
Scanners
— A, N4
Battery Date & Time Sharing

o :

Apple ID Family
Sharing

i {

Notifications

Language

Spotlight
& Region
w @
Extensions Security
& Privacy

Keyboard Trackpad Mouse

.
[ = ﬁ
Startup Profiles

Time
Disk

Machine
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2)

Click Uninstall Forcepoint Neo.

Active modules
Activity Monitoring

Policy: XLabs loBs - Demo
Version: 24

Collect Logs (extended)

o0 < iiit  Forcepoint Neo
Forcepoint Neo 21.06
21.06.00.164

Uninstall Forcepoint Neo

Security & Privacy Status

@ System Integrity Protection (SIP)

System Extensions Allowed
@ fpneoes
& fpneone

Full Disk Access

@ Forcepoint Neo ES

& fpneoprotectiond

& Forcepoint Neo Agent

@ com.forcepoint.neo.privilege-helper

Accessibility

@ Forcepoint Neo Agent

Forcepoint Neo MDM Profile

@ Forcepoint Neo Manual
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3) Enter the Neo release code provided by the Neo administrator, then click Uninstall to run the installer. For
more information on how to generate a release code, please see the "Neo release code" section of the
Forcepoint Dynamic User Protection Help.

[ ) < i Forcepoint Neo Q

Forcepoint Neo 21.10
21.10.00.314

Active modules

- . Uninstall Neo Endpoint
Activity Monitos

Policy: XLabs loBs A valid release code is required to uninstall Neo.
Version: 20210704 To obtain a valid release code, contact your administrator.
Web Enter a valid release code.

Mode: Proxy conn
PAC: http://pac-wi
rd.websense.net:§ 3 attempts remaining
p=22xx737b
Note: Using an invalid release code sends an alert to the
management portal.

Close Uninstall

4) Confirmation messages display for the System Extension and Network Extension. Enter your credentials,
then click OK.



https://help.forcepoint.com/dup/en-us/index.html
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5) A success message displays. Click OK.

Forcepoint Neo

The endpoint has been uninstalled
successfully.

OK

6) To review the uninstallation logs, navigate to /Library/Logs/Forcepoint/Neo/uninstall/uninstall.log.
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